
The news about “New Pink Look WhatsApp with extra features” is a hoax. It 
tricks you into downloading the update which contains malicious software 
that scammers use to gain control of your devices.

THREATS TO YOU 
• Misuse of contact number, pictures, and banking credentials saved on your phone. 
• Financial loss. 
• Loss of control over your mobile. 
• Spam messages. 

HOW TO PROTECT YOURSELF? 
• Uninstall the fake app on your mobile (go to Settings > Apps> WhatsApp (pink logo) 
   and uninstall it). 
• Download apps only from official app stores. 
• Do not download apps/APK files from random messages. 
• Check that a website is genuine before clicking links or downloading apps. 

TO DO IF YOU’VE BEEN SCAMMED? 
If you’re a victim of malware scam, immediately: 
• Call OCBC Contact Centre and press “8” for Kill Switch. 
• Walk into the nearest OCBC branch. 
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